
Brf Surtsö Kista Gård
Org.nr: 769613-9133

Årsredovisning 2023
Räkenskapsåret 20230101 - 20231231

Sida

2
9

10
12
13

Innehållsförteckning

Förvaltningsberättelse
Resultaträkning
Balansräkning
Kassaflödesanalys
Noter

ID
:4

a8
3a

a3
0-

e8
29

-1
1e

e-
9f

af
-3

1d
c5

57
fa

43
c

St
at

us
: S

ig
ne

ra
t a

v 
al

la



Förvaltningsberättelse
Styrelsen för bostadsrättsföreningen Surtsö Kista Gård, organisationsnummer 769613-9133, avger härmed
följande årsredovisning för räkenskapsåret 2023-01-01 - 2023-12-31. Om inte annat särskilt anges, redovisas
alla belopp i hela kronor.

 

Verksamheten
Allmänt om verksamheten
Bostadsrättsföreningen har till ändamål att främja medlemmarnas ekonomiska intressen genom att i
föreningens hus upplåta bostadslägenheter och lokal med nyttjanderätt och utan tidsbegränsning.

Bostadsrättsföreningen Surtsö Kista Gård bildades 2011 och har sitt säte i Kista, Stockholm. Föreningens
ekonomiska plan registrerades 2012-10-16. Nuvarande stadgar registrerades av Bolagsverket 2023-07-13.
Föreningen beskattas som en äkta bostadsrättsförening.

Fastigheten uppfördes år 2012-2013. Fastighetsbeteckning: Stockholm Skagafjord 2.

Tomträttsavtalet gäller t o m 2070-01-01, därefter förlängning var 40 år. Marken är upplåten med tomträtt
till föreningen.

Fastigheten är fullvärdesförsäkrade i Bostadsrätternas fastighetsförsäkring med Folksam som
försäkringsgivare. I försäkringen ingår bl.a bostadsrättstillägg, försäkring mot ohyra och styrelseansvar.

Styrelsen
I styrelsens uppdrag ingår att planera underhåll och förvaltning av fastigheten, fastställa föreningens
årsavgifter samt att se till att ekonomin är god. Via årsavgifterna ska medlemmarna finansiera kommande
underhåll och därför gör styrelsen årligen en budget som ligger till grund för dessa beräkningar.

• Föreningen följer en underhållsplan som sträcker sig mellan åren 2017 – 2046.
• Inga större underhåll är planerade de närmaste åren.
• Medel reserveras årligen till det planerade underhållet.
• Amortering på lånen sker enligt plan.
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Styrelse
Ordförande Djura Vasic
Ledamot Valentin Albu
Ledamot Leila Kazemi
Ledamot Susanne Johnsen
Ledamot Eva Persson
Ledamot Surendra Alugunoolla
Suppleant Surendra Alugunoolla

 
Styrelsen har under året hållit 14 sammanträden.
Firmatecknare har varit två ledamöter i styrelsen.

 
Föreningsstämma
Ordinarie föreningsstämma hölls 2023-06-14.
På stämman deltog 8 medlemmar.

Extra stämma hölls 2023-07-03.
På stämman deltog 8 medlemmar.
Vid extrastämman beslutades om nya stadgar.

 
Firmatecknare har varit styrelsen, två i föreningen. 

Revisor
Extern Christian Kromnér

Revise Sverige AB

 

Totalt antal bostadslägenheter: 81

Bostadslägenheter
upplåtna med bostadsrätt

Antal Total yta m²

2 rok 38 2 049
3 rok 28 1 990.5
4 rok 15 1 336
Summa 81 5 375.5

 

 

 
Garage och P-platser

Antal platser

65
 

Lokaler
upplåtna med hyresrätt

Antal Total yta m²

1 663
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Föreningens lokal hyrs ut till förskolan Oddegården, Rinkeby-Kista stadsdelsförvaltning vid Stockholms Stad.
Avtalet omfattar tiden 2013-05-01 fram till och med 2023-04-30 med 24 månaders uppsägningstid. Vid
utebliven uppsägning förlängs hyrestiden med 5 år. Hyran utgår med kr 1 558 052 kronor, exkl moms, och
justeras årligen enligt index 2023 år uppgick detta tillägg till 343 960 kr..

Lägenheterna är anslutna till Tele2. Hemförsäkring bekostas av bostadsrättsinnehavare. Bostadsrättstillägg
ingår i föreningens fastighetsförsäkring.

I fastigheten finns lägenhetsförråd samt rum för cykel, barnvagn, rullstol och städ. Dessutom tvättstuga, rum
för källsortering av grovsopor samt styrelserum. Föreningen har 51 parkeringsplatser, varav 8 st laddplatser
samt 4 MC-platser i ett underbyggt garage, som föreningen äger tillsammans med Brf Odde. Föreningen
har även 13 parkeringsplatser utomhus.

För garaget, innergård med grönytor och miljöstationer är en gemensamhetsanläggning inrättad som drivs
via delägarförvaltning tillsammans med Brf Odde. Möten med Brf Odde har hållits för att diskutera frågor
som rör gemensamhetsanläggningen och andra gemensamma frågor.

Föreningen är delägare i den enskilda vägen Surtsögatan som förvaltas av Skagafjords
samfällighetsförening. I samfällighetsföreningen ingår även Brf Odde, Brf Ravalen och Brf Skagagård. Vid
styrelsemöten har informella diskussioner förts om gemensamma frågor.

Förvaltning 
Föreningens förvaltningsavtal och övriga avtal:
Avtal                                             Leverantör
Brandsäkerhet                             Brandsäkra
Bevakning p-platser                    Aimo Park
Bredband, tv, ip-telefoni            Tele2
Digital bokningstavla                  DinBox
Digitala Infotavlor                        Picler
Ekonomisk förvaltning                 FRUBO
Fastighetsförsäkring                    Folksam
Kamerabevakning                      Nokas
Mark                                             CEMI
Mätning av el, vatten, värme    Brunata                                    
Städ                                              Janawik Städ 
Skrivare/kopiator                         Master Office
Sprinklercentral                            Brandskyddsteamet
Teknisk förvaltning                       CEMI
Trädgård                                      Bonnedahls trädgård
Vinterunderhåll                            CEMI och HSB 
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EKONOMI
Föreningen fortsätter att ha en stark ekonomi där soliditetsnivån ligger på 65%. Årets resultat för 2023 har
uppgått till 281 947 kr. I resultatet ingår avskrivningar med 1 117 944 kr. Avskrivningar är en bokföringsmässig
värdeminskning av föreningens fastighet och den posten påverkar inte föreningens likviditet.

Föreningens enskilt största kostnadspost är räntekostnaden. Denna kostnad har minskat de senaste åren,
vilket beror på att styrelsen de senaste två åren har förhandlat om föreningens lån till en lägre räntenivå
som gynnat årets likviditet.

Föreningen har inte förändrat årsavgifterna under verksamhetsåret. Och uppgår nu till 3 335 464 kronor +
270 368 för vidarefakturering för varmvatten och värme . Hyror för lokalen har uppgått till 1 902 012 kr. Hyror
för p-platser och garage har uppgått till 411 400 kronor.

Föreningens långfristiga lån uppgick vid årsskiftet till ett sammanlagt belopp om 48 654 479 kronor och är
uppdelat på två delar. Samt ett kortfristigt på 24 326 771 kronor som avses att förlängas av föreningen.

Skagafjords Samfällighetsförening (SA) har god ekonomi. Styrelsen beslutade i september 2019 att
bostadsrättsföreningarnas avgift är 0 kr fram tills att 200 000 kr återstår på SAs bankkonto.
Årets amortering
Föreningen har under året amorterat 596 166 kronor.
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Väsentliga händelser under räkenskapsåret
Besiktning av förskolans lekplats. Boappa som kommunikationsverktyg. Byte av vatten- och värmemätare.
Nya planteringar. Nya stadgar pga lag om ekonomisk förening. Ombyggnad av tre kasunerför matavfall.
Slipning, lackning och målning av entrédörrarnas utsida. Städdag. Upphandlat ny förvaltare av
vinterunderhåll. 

Under 2024 planeras:
Oljning av staket och sandlåda (förskolan). Stamspolning. Upphandling av teknisk förvaltare. Byte till
ledarmatur i barnvagnsrum, cykelrum, källarförrådskorridorer samt i förskolans lokaler. Byte till digitala
parkeringstillstånd. Byte till automatiska dörröppnare. 

 
Utfört underhåll/förbättringar (ett urval)                          År            
Byte till ledarmatur i garaget                                            2022
Åtta laddplatser                                                                  2021
Digitala anslagstavlor                                                         2021
Nya planteringar och ny altan                                          2021         
Målat förskolans förråd o staket. Oljat in sandlåda         2021         
Passagesystem med porttelefoni                                      2020
Kameraövervakning vid entréer och i garaget               2020
Byte till ledarmatur i trapphusen                                        2020
Renovering av utemöbler                                                   2020         
Stamspolning                                                                        2019         
OVK                                                                                       2019        
Slipning och lackning av entrédörrarnas in- och utsida  2019
Radonmätning                                                                     2019          
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Medlemsinformation

22

104Medlemmar vid räkenskapsårets början
21Tillkommande medlemmar under året

Avgående medlemmar under året
Under året har 15 överlåtelser skett.

 

81 bostadsrätter
 

103 medlemmar vid räkenskapsårets slut
 

Överlåtelse- och pantsättningsavgift samt avgift för andrahandsupplåtelse tas ut enligt stadgar.
Pantsättningsavgift betalas av pantsättaren. Överlåtelseavgift betalas av förvärvaren.

Flerårsöversikt
2023 2022 2021 2020

Nettoomsättning, tkr 6 163 5 891 5 816 5 774
Resultat efter finansiella poster, tkr 282 167 335 - 542
Soliditet¹, % 65 65 65 64
Balansomslutning, tkr 213 776 213 768 214 901 215 040
Årsavgift / kvm upplåten med bostadsrätt 675 608 602 603
Skuldsättning / kvm 10 974
Skuldsättning / kvm upplåten med bostadsrätt 13 577
Sparande / kvm 298
Räntekänslighet 20
Energikostnad / kvm 186
Årsavgifternas andel i % av totala
rörelseintäkter

57

¹ Justerat eget kapital i procent av balansomslutning
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-2 881 618

281 947

Totalt -2 599 671

526 740

-3 126 411

Totalt -2 599 671

Förändringar i eget kapital
Insatser Fond för yttre

underhåll
Balanserat

resultat
Årets

resultat

Belopp vid årets ingång 139 955 000 1 703 348 -2 844 115 167 497
Resultatdisposition enligt stämman:
Reservering fond för yttre underhåll 205 000 -205 000
Balanseras i ny räkning 167 497 -167 497
Årets resultat 281 947
Belopp vid årets utgång 139 955 000 1 908 348 -2 881 618 281 947

 

Resultatdisposition
Till föreningsstämmans förfogande står följande medel:

Balanserat resultat

Årets resultat

Styrelsen föreslår att medlen disponeras enligt följande:

Till föreningens fond för yttre underhåll avsättes enligt stadgar

Balanseras i ny räkning

Enligt stadgar, 0,3% av taxeringsvärde
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Resultaträkning
1 januari - 31 december Not 2023 2022

 
RÖRELSEINTÄKTER
Nettoomsättning 1 6 163 262 5 890 902
Övriga rörelseintäkter 2 184 173 153 505

Summa Rörelseintäkter 6 347 435 6 044 407
 
RÖRELSEKOSTNADER
Driftkostnader 3 -3 782 400 -3 760 100
Övriga externa kostnader 4 -260 694 -269 024
Personalkostnader -172 488 13 928
Avskrivningar -1 117 944 -1 115 105

Summa Rörelsekostnader -5 333 526 -5 130 301
 
RÖRELSERESULTAT 1 013 909 914 106
 
FINANSIELLA POSTER
Övriga ränteintäkter och liknande resultatposter 11 372 2 482
Räntekostnader och liknande resultatposter -743 334 -749 091

Summa Finansiella poster -731 962 -746 609
 
RESULTAT EFTER FINANSIELLA POSTER 281 947 167 497
 
RESULTAT FÖRE SKATT 281 947 167 497
 
ÅRETS RESULTAT 281 947 167 497
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Balansräkning
TILLGÅNGAR Not 2023-12-31 2022-12-31

 
ANLÄGGNINGSTILLGÅNGAR
Materiella anläggningstillgångar
Byggnader och mark 5 207 033 244 208 151 188

Summa materiella anläggningstillgångar 207 033 244 208 151 188
 
SUMMA ANLÄGGNINGSTILLGÅNGAR 207 033 244 208 151 188
 
 
OMSÄTTNINGSTILLGÅNGAR
Kortfristiga fordringar
Avgifts- och hyresfordringar 131 852 3 519
Övriga fordringar 137 851 281 725
Förutbetalda kostnader och upplupna intäkter 6 263 149 236 529

Summa kortfristiga fordringar 532 852 521 773
 
Kassa och bank
Kassa och bank 6 210 096 5 095 372

Summa kassa och bank 6 210 096 5 095 372
 
SUMMA OMSÄTTNINGSTILLGÅNGAR 6 742 948 5 617 146
 
 
SUMMA TILLGÅNGAR 213 776 192 213 768 333
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Balansräkning
EGET KAPITAL OCH SKULDER Not 2023-12-31 2022-12-31

 
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 139 955 000 139 955 000
Fond för yttre underhåll 1 908 348 1 703 348

Summa bundet eget kapital 141 863 348 141 658 348
 
Fritt eget kapital
Balanserat resultat -2 881 618 -2 844 115
Årets resultat 281 947 167 497

Summa fritt eget kapital -2 599 671 -2 676 618
 
SUMMA EGET KAPITAL 139 263 677 138 981 730
 
Långfristiga skulder
Skulder till kreditinstitut 7 48 654 479 73 026 737

Summa långfristiga skulder 48 654 479 73 026 737
 
Kortfristiga skulder
Skulder till kreditinstitut 7 24 326 771 550 679
Leverantörsskulder 607 427 277 992
Övriga skulder 139 516 348 683
Upplupna kostnader och förutbetalda intäkter 8 784 322 582 512

Summa kortfristiga skulder 25 858 036 1 759 866
 
 
SUMMA EGET KAPITAL OCH SKULDER 213 776 192 213 768 333
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Kassaflödesanalys
Not

2023-01-01
2023-12-31

 
DEN LÖPANDE VERKSAMHETEN
Rörelseresultat 1 013 909
Justeringar för poster som inte ingår i kassaflödet
Avskrivningar 1 117 944
Summa 2 131 853
 
Erhållen ränta 11 372
Erlagd ränta -743 334
Kassaflöde från den löpande verksamheten före förändringar av rörelsekapital 1 399 891
 
Kassaflöde från förändringar i rörelsekapital
Ökning av rörelsefordringar -11 079
Ökning av rörelseskulder 24 098 169
Kassaflöde från den löpande verksamheten 25 486 981
 

FINANSIERINGSVERKSAMHETEN
Förändring av långfristiga skulder -24 372 258
Kassaflöde från finansieringsverksamheten -24 372 258
 
Årets kassaflöde 1 114 723

Likvida medel vid årets början 5 095 372

Likvida medel vid årets slut 6 210 096
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Noter
Redovisningsprinciper

Årsredovisningen är upprättad i enlighet med årsredovisningslagen och Bokföringsnämndens allmänna råd
(BFNAR 2016:10) om årsredovisning i mindre företag (K2).

Avskrivning
Tillämpade avskrivningstider:

Anläggningstillgång Nyttjandeperiod (år) Avskrivning (%)

Byggnad 200 0,5
Styrelserum 5 20
Passersystem 10 10
Digitala informationstavlor 10 10
Laddstolpar garage 25 5

 
 

Not 1. Nettoomsättning 2023 2022
Årsavgifter bostäder 3 355 464 3 270 540
Hyresintäkter lokaler 1 902 012 1 715 792
Fastighetsskatt 205 800 205 801
Hyresintäkter garage och p-platser 411 400 428 150
Debiterade vatten- och energikostnader 270 368 270 619
Debiterade vattenkostnader 40 0
Debiterade elkostnader 18 179 0
Totalt nettoomsättning 6 163 263 5 890 902
Årsavgiften ska ge täckning för föreningens kostnader och ordinarie amorteringar.
Föreningen har en individuell debitering av varmvatten och värme, baserat på förbrukningen.
 

Not 2. Övriga rörelseintäkter 2023 2022
Avgift andrahandsupplåtelse 24 931 24 571
Vidarefakturerade kostnader 149 164 119 688
Övriga ersättningar och intäkter 10 078 9 246
Totalt övriga rörelseintäkter 184 173 153 505
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Not 3. Driftkostnader 2023 2022
Fastighetsel 264 603 360 468
Uppvärmning 743 676 592 501
Vatten och avlopp 225 765 183 227
Sophämtning 262 163 270 443
Service värmeanläggning 28 933 27 919
Grundavtal hiss 31 341 42 690
Fastighetsskötsel extra 0 33 364
Fastighetsstäd 122 285 131 391
Fastighetsstäd extra 0 32 476
Teknisk förvaltning 63 659 63 659
Snöröjning/sandning 42 509 71 799
Bevakningskostnader 81 227 51 169
Övriga köpta tjänster 15 821 17 239
Bredband 3 718 3 509
TV 178 629 177 635
Försäkring 121 060 107 659
Fastighetsavgift/fastighetsskatt 205 800 205 800
Tomträttsavgälder 514 000 514 000
Samfällighetskostnader 56 855 104 272
Förbrukningsmaterial 6 959 21 628
Övriga driftkostnader 6 666 1 441
Reparation och underhåll 803 097 745 812
Reparation sophantering/återvinning 3 033 0
Reparation trapphus 601 0
Totalt driftkostnader 3 782 400 3 760 100
 

Not 4. Övriga externa kostnader 2023 2022
Medlems- och föreningsavgifter 7 078 6 980
Arvode ekonomisk förvaltning 103 389 93 427
Extra ekonomisk förvaltning 10 705 6 250
Revisionsarvode 20 834 19 608
Webbsida 4 691 3 884
Advokat- och rättegångskostnader 60 938 26 683
Konsultarvode 0 26 543
Bankkostnader 4 893 5 226
Inkassokostnader 3 107 897
Övriga administrativa kostnader 6 603 3 573
Föreningsomkostnader 15 632 5 274
Övriga kostnader 22 579 44 656
Övriga omkostnader 245 26 024
Totalt övriga externa kostnader 260 694 269 024
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Not 5. Byggnader och mark 2023-12-31 2022-12-31

Ackumulerade anskaffningsvärden
Anskaffningsvärde byggnad 174 809 192 174 809 192
Anskaffningsvärde mark 43 000 152 43 000 152
Utgående anskaffningsvärden 217 809 344 217 809 344
Ackumulerade avskrivningar
Ingående avskrivningar - 9 658 156 - 8 543 051
Årets avskrivningar - 1 117 944 - 1 115 105
Utgående avskrivningar -10 776 100 -9 658 156
Utgående redovisat värde 207 033 244 208 151 188

Taxeringsvärden
Taxeringsvärde byggnader 135 600 000 135 600 000
Taxeringsvärde mark 39 980 000 39 980 000

175 580 000 175 580 000
 

Not 6. Förutbetalda kostnader och upplupna intäkter 2023-12-31 2022-12-31

AddSecure 0 9 849
Exploateringskonto 128 500 128 500
ComHem AB 44 754 44 710
FRUBO AB 9 177 8 616
Bostadsrätterna 7 220 7 078
Försäkring 42 193 36 684
Lyreco Sverige AB 6 410 0
Digitala System 5 569 0
Skagafjords samfällighet 19 326 0
Summa 263 149 235 438
 

Not 7. Skulder till kreditinstitut

Villkors-
ändringsdag

Räntesats
2023-12-31

Belopp
2023-12-31

Belopp
2022-12-31

SBAB 23230984 2024-12-06 1,1 % 24 326 771 24 525 490
SBAB 23231042 2025-05-09 0,91 % 24 326 771 24 525 490
SBAB 23231050 2025-05-09 103 % 24 327 708 24 526 436
Summa skulder till kreditinstitut 72 981 250 73 577 416
 
Kortfristig del av skulder till kreditinstitut -24 326 771 -550 679

48 654 479 73 026 737
 
Lån med villkorsändringsdag 2024 redovisas enligt god redovisningssed som kortfristig men har som avsikt
av föreningen att förlängas.
Skuld som förfaller senare än 5 år beräknas till 70 000 450 kr.
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Djura Vasic Valentin Albu

Leila Kazemi Susanne Johnsen 

Eva Persson

Min revisionsberättelse har lämnats dag som framgår av elektroniska signatur-

Revise Sverige AB

Christian Kromnér
Auktoriserad revisor

Underskrifter
Stockholm den _______ / _______ dag som framgår av elektroniska signatur-

 

 

Not 8. Upplupna kostnader och förutbetalda intäkter 2023-12-31 2022-12-31

Stockholm Exergi 117 273 107 893
Uppl styrelsearvode inkl soc.avgifter 0 0
Upplupna utgiftsräntor 2 024 2 071
Förskottsbet avgift/hyra 335 970 321 166
Fortum 15 317 38 257
Stockholm Vatten 36 135 32 556
Ellevio 17 318 12 702
Brf Odde 260 285 60 124
CEMI Entrepr. AB 0 7 744
Summa 784 322 582 514
 

Not 9. Ställda säkerheter 2023-12-31 2022-12-31

Fastighetsinteckningar 77 401 000 77 401 000
Summa: 77 401 000 77 401 000
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Förvaltningsberättelse
Styrelsen för bostadsrättsföreningen Surtsö Kista Gård, organisationsnummer 769613-9133, avger härmed
följande årsredovisning för räkenskapsåret 2023-01-01 - 2023-12-31. Om inte annat särskilt anges, redovisas
alla belopp i hela kronor.


 


Verksamheten
Allmänt om verksamheten
Bostadsrättsföreningen har till ändamål att främja medlemmarnas ekonomiska intressen genom att i
föreningens hus upplåta bostadslägenheter och lokal med nyttjanderätt och utan tidsbegränsning.


Bostadsrättsföreningen Surtsö Kista Gård bildades 2011 och har sitt säte i Kista, Stockholm. Föreningens
ekonomiska plan registrerades 2012-10-16. Nuvarande stadgar registrerades av Bolagsverket 2023-07-13.
Föreningen beskattas som en äkta bostadsrättsförening.


Fastigheten uppfördes år 2012-2013. Fastighetsbeteckning: Stockholm Skagafjord 2.


Tomträttsavtalet gäller t o m 2070-01-01, därefter förlängning var 40 år. Marken är upplåten med tomträtt
till föreningen.


Fastigheten är fullvärdesförsäkrade i Bostadsrätternas fastighetsförsäkring med Folksam som
försäkringsgivare. I försäkringen ingår bl.a bostadsrättstillägg, försäkring mot ohyra och styrelseansvar.


Styrelsen
I styrelsens uppdrag ingår att planera underhåll och förvaltning av fastigheten, fastställa föreningens
årsavgifter samt att se till att ekonomin är god. Via årsavgifterna ska medlemmarna finansiera kommande
underhåll och därför gör styrelsen årligen en budget som ligger till grund för dessa beräkningar.


• Föreningen följer en underhållsplan som sträcker sig mellan åren 2017 – 2046.
• Inga större underhåll är planerade de närmaste åren.
• Medel reserveras årligen till det planerade underhållet.
• Amortering på lånen sker enligt plan.
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Styrelse
Ordförande Djura Vasic
Ledamot Valentin Albu
Ledamot Leila Kazemi
Ledamot Susanne Johnsen
Ledamot Eva Persson
Ledamot Surendra Alugunoolla
Suppleant Surendra Alugunoolla


 
Styrelsen har under året hållit 14 sammanträden.
Firmatecknare har varit två ledamöter i styrelsen.


 
Föreningsstämma
Ordinarie föreningsstämma hölls 2023-06-14.
På stämman deltog 8 medlemmar.


Extra stämma hölls 2023-07-03.
På stämman deltog 8 medlemmar.
Vid extrastämman beslutades om nya stadgar.


 
Firmatecknare har varit styrelsen, två i föreningen. 


Revisor
Extern Christian Kromnér


Revise Sverige AB


 


Totalt antal bostadslägenheter: 81


Bostadslägenheter
upplåtna med bostadsrätt


Antal Total yta m²


2 rok 38 2 049
3 rok 28 1 990.5
4 rok 15 1 336
Summa 81 5 375.5


 


 


 
Garage och P-platser


Antal platser


65
 


Lokaler
upplåtna med hyresrätt


Antal Total yta m²


1 663
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Föreningens lokal hyrs ut till förskolan Oddegården, Rinkeby-Kista stadsdelsförvaltning vid Stockholms Stad.
Avtalet omfattar tiden 2013-05-01 fram till och med 2023-04-30 med 24 månaders uppsägningstid. Vid
utebliven uppsägning förlängs hyrestiden med 5 år. Hyran utgår med kr 1 558 052 kronor, exkl moms, och
justeras årligen enligt index 2023 år uppgick detta tillägg till 343 960 kr..


Lägenheterna är anslutna till Tele2. Hemförsäkring bekostas av bostadsrättsinnehavare. Bostadsrättstillägg
ingår i föreningens fastighetsförsäkring.


I fastigheten finns lägenhetsförråd samt rum för cykel, barnvagn, rullstol och städ. Dessutom tvättstuga, rum
för källsortering av grovsopor samt styrelserum. Föreningen har 51 parkeringsplatser, varav 8 st laddplatser
samt 4 MC-platser i ett underbyggt garage, som föreningen äger tillsammans med Brf Odde. Föreningen
har även 13 parkeringsplatser utomhus.


För garaget, innergård med grönytor och miljöstationer är en gemensamhetsanläggning inrättad som drivs
via delägarförvaltning tillsammans med Brf Odde. Möten med Brf Odde har hållits för att diskutera frågor
som rör gemensamhetsanläggningen och andra gemensamma frågor.


Föreningen är delägare i den enskilda vägen Surtsögatan som förvaltas av Skagafjords
samfällighetsförening. I samfällighetsföreningen ingår även Brf Odde, Brf Ravalen och Brf Skagagård. Vid
styrelsemöten har informella diskussioner förts om gemensamma frågor.


Förvaltning 
Föreningens förvaltningsavtal och övriga avtal:
Avtal                                             Leverantör
Brandsäkerhet                             Brandsäkra
Bevakning p-platser                    Aimo Park
Bredband, tv, ip-telefoni            Tele2
Digital bokningstavla                  DinBox
Digitala Infotavlor                        Picler
Ekonomisk förvaltning                 FRUBO
Fastighetsförsäkring                    Folksam
Kamerabevakning                      Nokas
Mark                                             CEMI
Mätning av el, vatten, värme    Brunata                                    
Städ                                              Janawik Städ 
Skrivare/kopiator                         Master Office
Sprinklercentral                            Brandskyddsteamet
Teknisk förvaltning                       CEMI
Trädgård                                      Bonnedahls trädgård
Vinterunderhåll                            CEMI och HSB 


 


Brf Surtsö Kista Gård
769613-9133


4 (16)







EKONOMI
Föreningen fortsätter att ha en stark ekonomi där soliditetsnivån ligger på 65%. Årets resultat för 2023 har
uppgått till 281 947 kr. I resultatet ingår avskrivningar med 1 117 944 kr. Avskrivningar är en bokföringsmässig
värdeminskning av föreningens fastighet och den posten påverkar inte föreningens likviditet.


Föreningens enskilt största kostnadspost är räntekostnaden. Denna kostnad har minskat de senaste åren,
vilket beror på att styrelsen de senaste två åren har förhandlat om föreningens lån till en lägre räntenivå
som gynnat årets likviditet.


Föreningen har inte förändrat årsavgifterna under verksamhetsåret. Och uppgår nu till 3 335 464 kronor +
270 368 för vidarefakturering för varmvatten och värme . Hyror för lokalen har uppgått till 1 902 012 kr. Hyror
för p-platser och garage har uppgått till 411 400 kronor.


Föreningens långfristiga lån uppgick vid årsskiftet till ett sammanlagt belopp om 48 654 479 kronor och är
uppdelat på två delar. Samt ett kortfristigt på 24 326 771 kronor som avses att förlängas av föreningen.


Skagafjords Samfällighetsförening (SA) har god ekonomi. Styrelsen beslutade i september 2019 att
bostadsrättsföreningarnas avgift är 0 kr fram tills att 200 000 kr återstår på SAs bankkonto.
Årets amortering
Föreningen har under året amorterat 596 166 kronor.
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Väsentliga händelser under räkenskapsåret
Besiktning av förskolans lekplats. Boappa som kommunikationsverktyg. Byte av vatten- och värmemätare.
Nya planteringar. Nya stadgar pga lag om ekonomisk förening. Ombyggnad av tre kasunerför matavfall.
Slipning, lackning och målning av entrédörrarnas utsida. Städdag. Upphandlat ny förvaltare av
vinterunderhåll. 


Under 2024 planeras:
Oljning av staket och sandlåda (förskolan). Stamspolning. Upphandling av teknisk förvaltare. Byte till
ledarmatur i barnvagnsrum, cykelrum, källarförrådskorridorer samt i förskolans lokaler. Byte till digitala
parkeringstillstånd. Byte till automatiska dörröppnare. 


 
Utfört underhåll/förbättringar (ett urval)                          År            
Byte till ledarmatur i garaget                                            2022
Åtta laddplatser                                                                  2021
Digitala anslagstavlor                                                         2021
Nya planteringar och ny altan                                          2021         
Målat förskolans förråd o staket. Oljat in sandlåda         2021         
Passagesystem med porttelefoni                                      2020
Kameraövervakning vid entréer och i garaget               2020
Byte till ledarmatur i trapphusen                                        2020
Renovering av utemöbler                                                   2020         
Stamspolning                                                                        2019         
OVK                                                                                       2019        
Slipning och lackning av entrédörrarnas in- och utsida  2019
Radonmätning                                                                     2019          
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Medlemsinformation


22


104Medlemmar vid räkenskapsårets början
21Tillkommande medlemmar under året


Avgående medlemmar under året
Under året har 15 överlåtelser skett.


 


81 bostadsrätter
 


103 medlemmar vid räkenskapsårets slut
 


Överlåtelse- och pantsättningsavgift samt avgift för andrahandsupplåtelse tas ut enligt stadgar.
Pantsättningsavgift betalas av pantsättaren. Överlåtelseavgift betalas av förvärvaren.


Flerårsöversikt
2023 2022 2021 2020


Nettoomsättning, tkr 6 163 5 891 5 816 5 774
Resultat efter finansiella poster, tkr 282 167 335 - 542
Soliditet¹, % 65 65 65 64
Balansomslutning, tkr 213 776 213 768 214 901 215 040
Årsavgift / kvm upplåten med bostadsrätt 675 608 602 603
Skuldsättning / kvm 10 974
Skuldsättning / kvm upplåten med bostadsrätt 13 577
Sparande / kvm 298
Räntekänslighet 20
Energikostnad / kvm 186
Årsavgifternas andel i % av totala
rörelseintäkter


57


¹ Justerat eget kapital i procent av balansomslutning
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-2 881 618


281 947


Totalt -2 599 671


526 740


-3 126 411


Totalt -2 599 671


Förändringar i eget kapital
Insatser Fond för yttre


underhåll
Balanserat


resultat
Årets


resultat


Belopp vid årets ingång 139 955 000 1 703 348 -2 844 115 167 497
Resultatdisposition enligt stämman:
Reservering fond för yttre underhåll 205 000 -205 000
Balanseras i ny räkning 167 497 -167 497
Årets resultat 281 947
Belopp vid årets utgång 139 955 000 1 908 348 -2 881 618 281 947


 


Resultatdisposition
Till föreningsstämmans förfogande står följande medel:


Balanserat resultat


Årets resultat


Styrelsen föreslår att medlen disponeras enligt följande:


Till föreningens fond för yttre underhåll avsättes enligt stadgar


Balanseras i ny räkning


Enligt stadgar, 0,3% av taxeringsvärde
 
 


Brf Surtsö Kista Gård
769613-9133


8 (16)







Resultaträkning
1 januari - 31 december Not 2023 2022


 
RÖRELSEINTÄKTER
Nettoomsättning 1 6 163 262 5 890 902
Övriga rörelseintäkter 2 184 173 153 505


Summa Rörelseintäkter 6 347 435 6 044 407
 
RÖRELSEKOSTNADER
Driftkostnader 3 -3 782 400 -3 760 100
Övriga externa kostnader 4 -260 694 -269 024
Personalkostnader -172 488 13 928
Avskrivningar -1 117 944 -1 115 105


Summa Rörelsekostnader -5 333 526 -5 130 301
 
RÖRELSERESULTAT 1 013 909 914 106
 
FINANSIELLA POSTER
Övriga ränteintäkter och liknande resultatposter 11 372 2 482
Räntekostnader och liknande resultatposter -743 334 -749 091


Summa Finansiella poster -731 962 -746 609
 
RESULTAT EFTER FINANSIELLA POSTER 281 947 167 497
 
RESULTAT FÖRE SKATT 281 947 167 497
 
ÅRETS RESULTAT 281 947 167 497
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Balansräkning
TILLGÅNGAR Not 2023-12-31 2022-12-31


 
ANLÄGGNINGSTILLGÅNGAR
Materiella anläggningstillgångar
Byggnader och mark 5 207 033 244 208 151 188


Summa materiella anläggningstillgångar 207 033 244 208 151 188
 
SUMMA ANLÄGGNINGSTILLGÅNGAR 207 033 244 208 151 188
 
 
OMSÄTTNINGSTILLGÅNGAR
Kortfristiga fordringar
Avgifts- och hyresfordringar 131 852 3 519
Övriga fordringar 137 851 281 725
Förutbetalda kostnader och upplupna intäkter 6 263 149 236 529


Summa kortfristiga fordringar 532 852 521 773
 
Kassa och bank
Kassa och bank 6 210 096 5 095 372


Summa kassa och bank 6 210 096 5 095 372
 
SUMMA OMSÄTTNINGSTILLGÅNGAR 6 742 948 5 617 146
 
 
SUMMA TILLGÅNGAR 213 776 192 213 768 333
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Balansräkning
EGET KAPITAL OCH SKULDER Not 2023-12-31 2022-12-31


 
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 139 955 000 139 955 000
Fond för yttre underhåll 1 908 348 1 703 348


Summa bundet eget kapital 141 863 348 141 658 348
 
Fritt eget kapital
Balanserat resultat -2 881 618 -2 844 115
Årets resultat 281 947 167 497


Summa fritt eget kapital -2 599 671 -2 676 618
 
SUMMA EGET KAPITAL 139 263 677 138 981 730
 
Långfristiga skulder
Skulder till kreditinstitut 7 48 654 479 73 026 737


Summa långfristiga skulder 48 654 479 73 026 737
 
Kortfristiga skulder
Skulder till kreditinstitut 7 24 326 771 550 679
Leverantörsskulder 607 427 277 992
Övriga skulder 139 516 348 683
Upplupna kostnader och förutbetalda intäkter 8 784 322 582 512


Summa kortfristiga skulder 25 858 036 1 759 866
 
 
SUMMA EGET KAPITAL OCH SKULDER 213 776 192 213 768 333
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Kassaflödesanalys
Not


2023-01-01
2023-12-31


 
DEN LÖPANDE VERKSAMHETEN
Rörelseresultat 1 013 909
Justeringar för poster som inte ingår i kassaflödet
Avskrivningar 1 117 944
Summa 2 131 853
 
Erhållen ränta 11 372
Erlagd ränta -743 334
Kassaflöde från den löpande verksamheten före förändringar av rörelsekapital 1 399 891
 
Kassaflöde från förändringar i rörelsekapital
Ökning av rörelsefordringar -11 079
Ökning av rörelseskulder 24 098 169
Kassaflöde från den löpande verksamheten 25 486 981
 


FINANSIERINGSVERKSAMHETEN
Förändring av långfristiga skulder -24 372 258
Kassaflöde från finansieringsverksamheten -24 372 258
 
Årets kassaflöde 1 114 723


Likvida medel vid årets början 5 095 372


Likvida medel vid årets slut 6 210 096
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Noter
Redovisningsprinciper


Årsredovisningen är upprättad i enlighet med årsredovisningslagen och Bokföringsnämndens allmänna råd
(BFNAR 2016:10) om årsredovisning i mindre företag (K2).


Avskrivning
Tillämpade avskrivningstider:


Anläggningstillgång Nyttjandeperiod (år) Avskrivning (%)


Byggnad 200 0,5
Styrelserum 5 20
Passersystem 10 10
Digitala informationstavlor 10 10
Laddstolpar garage 25 5


 
 


Not 1. Nettoomsättning 2023 2022
Årsavgifter bostäder 3 355 464 3 270 540
Hyresintäkter lokaler 1 902 012 1 715 792
Fastighetsskatt 205 800 205 801
Hyresintäkter garage och p-platser 411 400 428 150
Debiterade vatten- och energikostnader 270 368 270 619
Debiterade vattenkostnader 40 0
Debiterade elkostnader 18 179 0
Totalt nettoomsättning 6 163 263 5 890 902
Årsavgiften ska ge täckning för föreningens kostnader och ordinarie amorteringar.
Föreningen har en individuell debitering av varmvatten och värme, baserat på förbrukningen.
 


Not 2. Övriga rörelseintäkter 2023 2022
Avgift andrahandsupplåtelse 24 931 24 571
Vidarefakturerade kostnader 149 164 119 688
Övriga ersättningar och intäkter 10 078 9 246
Totalt övriga rörelseintäkter 184 173 153 505
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Not 3. Driftkostnader 2023 2022
Fastighetsel 264 603 360 468
Uppvärmning 743 676 592 501
Vatten och avlopp 225 765 183 227
Sophämtning 262 163 270 443
Service värmeanläggning 28 933 27 919
Grundavtal hiss 31 341 42 690
Fastighetsskötsel extra 0 33 364
Fastighetsstäd 122 285 131 391
Fastighetsstäd extra 0 32 476
Teknisk förvaltning 63 659 63 659
Snöröjning/sandning 42 509 71 799
Bevakningskostnader 81 227 51 169
Övriga köpta tjänster 15 821 17 239
Bredband 3 718 3 509
TV 178 629 177 635
Försäkring 121 060 107 659
Fastighetsavgift/fastighetsskatt 205 800 205 800
Tomträttsavgälder 514 000 514 000
Samfällighetskostnader 56 855 104 272
Förbrukningsmaterial 6 959 21 628
Övriga driftkostnader 6 666 1 441
Reparation och underhåll 803 097 745 812
Reparation sophantering/återvinning 3 033 0
Reparation trapphus 601 0
Totalt driftkostnader 3 782 400 3 760 100
 


Not 4. Övriga externa kostnader 2023 2022
Medlems- och föreningsavgifter 7 078 6 980
Arvode ekonomisk förvaltning 103 389 93 427
Extra ekonomisk förvaltning 10 705 6 250
Revisionsarvode 20 834 19 608
Webbsida 4 691 3 884
Advokat- och rättegångskostnader 60 938 26 683
Konsultarvode 0 26 543
Bankkostnader 4 893 5 226
Inkassokostnader 3 107 897
Övriga administrativa kostnader 6 603 3 573
Föreningsomkostnader 15 632 5 274
Övriga kostnader 22 579 44 656
Övriga omkostnader 245 26 024
Totalt övriga externa kostnader 260 694 269 024
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Not 5. Byggnader och mark 2023-12-31 2022-12-31


Ackumulerade anskaffningsvärden
Anskaffningsvärde byggnad 174 809 192 174 809 192
Anskaffningsvärde mark 43 000 152 43 000 152
Utgående anskaffningsvärden 217 809 344 217 809 344
Ackumulerade avskrivningar
Ingående avskrivningar - 9 658 156 - 8 543 051
Årets avskrivningar - 1 117 944 - 1 115 105
Utgående avskrivningar -10 776 100 -9 658 156
Utgående redovisat värde 207 033 244 208 151 188


Taxeringsvärden
Taxeringsvärde byggnader 135 600 000 135 600 000
Taxeringsvärde mark 39 980 000 39 980 000


175 580 000 175 580 000
 


Not 6. Förutbetalda kostnader och upplupna intäkter 2023-12-31 2022-12-31


AddSecure 0 9 849
Exploateringskonto 128 500 128 500
ComHem AB 44 754 44 710
FRUBO AB 9 177 8 616
Bostadsrätterna 7 220 7 078
Försäkring 42 193 36 684
Lyreco Sverige AB 6 410 0
Digitala System 5 569 0
Skagafjords samfällighet 19 326 0
Summa 263 149 235 438
 


Not 7. Skulder till kreditinstitut


Villkors-
ändringsdag


Räntesats
2023-12-31


Belopp
2023-12-31


Belopp
2022-12-31


SBAB 23230984 2024-12-06 1,1 % 24 326 771 24 525 490
SBAB 23231042 2025-05-09 0,91 % 24 326 771 24 525 490
SBAB 23231050 2025-05-09 103 % 24 327 708 24 526 436
Summa skulder till kreditinstitut 72 981 250 73 577 416
 
Kortfristig del av skulder till kreditinstitut -24 326 771 -550 679


48 654 479 73 026 737
 
Lån med villkorsändringsdag 2024 redovisas enligt god redovisningssed som kortfristig men har som avsikt
av föreningen att förlängas.
Skuld som förfaller senare än 5 år beräknas till 70 000 450 kr.
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Djura Vasic Valentin Albu


Leila Kazemi Susanne Johnsen 


Eva Persson


Min revisionsberättelse har lämnats dag som framgår av elektroniska signatur-


Revise Sverige AB


Christian Kromnér
Auktoriserad revisor


Underskrifter
Stockholm den _______ / _______ dag som framgår av elektroniska signatur-


 


 


Not 8. Upplupna kostnader och förutbetalda intäkter 2023-12-31 2022-12-31


Stockholm Exergi 117 273 107 893
Uppl styrelsearvode inkl soc.avgifter 0 0
Upplupna utgiftsräntor 2 024 2 071
Förskottsbet avgift/hyra 335 970 321 166
Fortum 15 317 38 257
Stockholm Vatten 36 135 32 556
Ellevio 17 318 12 702
Brf Odde 260 285 60 124
CEMI Entrepr. AB 0 7 744
Summa 784 322 582 514
 


Not 9. Ställda säkerheter 2023-12-31 2022-12-31


Fastighetsinteckningar 77 401 000 77 401 000
Summa: 77 401 000 77 401 000
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[ {
  "agreementId" : "4a83aa30-e829-11ee-9faf-31dc557fa43c",
  "agreementName" : "Brf Surtsö Kista Gård Årsredovisning 2023",
  "agreementVersion" : "1.18",
  "agreementFiles" : [ {
    "fileName" : "769613-9133 - Brf Surtsö Kista Gård - Årsredovisning för signering.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "653845",
    "fileHash" : "b723ebe6e10a5e6813e5283fac59040b7932046306fb5738d0ad8b0ea113dff4",
    "fileId" : "55fa1520-e829-11ee-8082-63b1f4b574fc"
  } ],
  "signees" : [ {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "djuravasic@hotmail.com"
  }, {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "Evap.persson@gmail.com"
  }, {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "susanne.johnsen2012@gmail.com"
  }, {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "valentin.albu@outlook.com"
  }, {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "Lillykaz@gmail.com"
  }, {
    "orgName" : "Revise Sverige AB",
    "email" : "christian@revise.se"
  } ],
  "time" : "2024-03-22T09:55:06.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Mattias Andersson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "maklare@frubo.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "e0f379a0-e829-11ee-b1fd-7de61ee9b428"
}, {
  "id" : "e8c96540-e829-11ee-b1fd-7de61ee9b428",
  "time" : "2024-03-22T09:55:19.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "maklare@frubo.se"
  }, {
    "email" : "djuravasic@hotmail.com"
  }, {
    "email" : "Evap.persson@gmail.com"
  }, {
    "email" : "susanne.johnsen2012@gmail.com"
  }, {
    "email" : "valentin.albu@outllok.com"
  }, {
    "email" : "Lillykaz@gmail.com"
  } ]
}, {
  "id" : "42a98590-e839-11ee-8311-994c3f2d4bde",
  "time" : "2024-03-22T11:45:12.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.153.43"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "djuravasic@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "djuravasic@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196602032671",
    "personSurname" : "VASIC",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTdXJ0c8O2IEtpc3RhIEfDpXJkIMOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDRhODNhYTMwLWU4MjktMTFlZS05ZmFmLTMxZGM1NTdmYTQzYwpEYXR1bTogMjAyNC0wMy0yMgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "46afcb90-e839-11ee-b449-bf4375d3a4aa",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzY5NjEzLTkxMzMgLSBCcmYgU3VydHPDtiBLaXN0YSBHw6VyZCAtIMOFcnNyZWRvdmlzbmluZyBmw7ZyIHNpZ25lcmluZy5wZGYiCmI3MjMgZWJlNiBlMTBhIDVlNjggMTNlNSAyODNmIGFjNTkgMDQwYiA3OTMyIDA0NjMgMDZmYiA1NzM4IGQwYWQgOGIwZSBhMTEzIGRmZjQKLS0tLS0tLS0tLQ==",
    "personGivenName" : "DJURA",
    "startDate" : "2024-03-22T10:45:19.478+0000",
    "transactionId" : "76fbf9d7d655a8b3e7e959caf66458a7"
  },
  "time" : "2024-03-22T11:45:27.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.153.43"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "4b7c6ed0-e839-11ee-b1fd-7de61ee9b428"
}, {
  "id" : "4c3ab5c0-e839-11ee-b1fd-7de61ee9b428",
  "time" : "2024-03-22T11:45:28.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "Evap.persson@gmail.com"
  }, {
    "email" : "susanne.johnsen2012@gmail.com"
  }, {
    "email" : "valentin.albu@outllok.com"
  }, {
    "email" : "Lillykaz@gmail.com"
  } ]
}, {
  "id" : "102f87a0-e842-11ee-9faf-31dc557fa43c",
  "time" : "2024-03-22T12:48:13.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.45"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "susanne.johnsen2012@gmail.com"
  }
}, {
  "id" : "726855f0-e842-11ee-9faf-31dc557fa43c",
  "time" : "2024-03-22T12:50:57.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.45"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "susanne.johnsen2012@gmail.com"
  }
}, {
  "id" : "f868e1a0-e843-11ee-8311-994c3f2d4bde",
  "time" : "2024-03-22T13:01:52.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "94.191.152.45"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "susanne.johnsen2012@gmail.com"
  }
}, {
  "id" : "da529db0-e84c-11ee-b449-bf4375d3a4aa",
  "time" : "2024-03-22T14:05:27.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.156.132"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "Lillykaz@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "Lillykaz@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "197601300523",
    "personSurname" : "KAZEMI",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTdXJ0c8O2IEtpc3RhIEfDpXJkIMOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDRhODNhYTMwLWU4MjktMTFlZS05ZmFmLTMxZGM1NTdmYTQzYwpEYXR1bTogMjAyNC0wMy0yMgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "df4fede0-e84c-11ee-8311-994c3f2d4bde",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzY5NjEzLTkxMzMgLSBCcmYgU3VydHPDtiBLaXN0YSBHw6VyZCAtIMOFcnNyZWRvdmlzbmluZyBmw7ZyIHNpZ25lcmluZy5wZGYiCmI3MjMgZWJlNiBlMTBhIDVlNjggMTNlNSAyODNmIGFjNTkgMDQwYiA3OTMyIDA0NjMgMDZmYiA1NzM4IGQwYWQgOGIwZSBhMTEzIGRmZjQKLS0tLS0tLS0tLQ==",
    "personGivenName" : "LEILA",
    "startDate" : "2024-03-22T13:05:36.022+0000",
    "transactionId" : "8c2c6735467b521bcf1efc854dea14b6"
  },
  "time" : "2024-03-22T14:05:49.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.174.156.132"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "e7a62d10-e84c-11ee-b1fd-7de61ee9b428"
}, {
  "id" : "e87711a0-e84c-11ee-b1fd-7de61ee9b428",
  "time" : "2024-03-22T14:05:51.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "djuravasic@hotmail.com"
  }, {
    "email" : "Evap.persson@gmail.com"
  }, {
    "email" : "susanne.johnsen2012@gmail.com"
  }, {
    "email" : "valentin.albu@outllok.com"
  } ]
}, {
  "id" : "bdb8c6b0-e8fc-11ee-a306-177263c2ae85",
  "time" : "2024-03-23T11:04:30.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.149.225.4"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "susanne.johnsen2012@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "susanne.johnsen2012@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "195807200182",
    "personSurname" : "JOHNSEN",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTdXJ0c8O2IEtpc3RhIEfDpXJkIMOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDRhODNhYTMwLWU4MjktMTFlZS05ZmFmLTMxZGM1NTdmYTQzYwpEYXR1bTogMjAyNC0wMy0yMgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "c8870ac0-e8fc-11ee-b449-bf4375d3a4aa",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzY5NjEzLTkxMzMgLSBCcmYgU3VydHPDtiBLaXN0YSBHw6VyZCAtIMOFcnNyZWRvdmlzbmluZyBmw7ZyIHNpZ25lcmluZy5wZGYiCmI3MjMgZWJlNiBlMTBhIDVlNjggMTNlNSAyODNmIGFjNTkgMDQwYiA3OTMyIDA0NjMgMDZmYiA1NzM4IGQwYWQgOGIwZSBhMTEzIGRmZjQKLS0tLS0tLS0tLQ==",
    "personGivenName" : "SUSANNE",
    "startDate" : "2024-03-23T10:04:49.149+0000",
    "transactionId" : "b0927bfd91bb50d9e876157010612797"
  },
  "time" : "2024-03-23T11:04:58.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.149.225.4"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "ce7b3e10-e8fc-11ee-b1fd-7de61ee9b428"
}, {
  "id" : "cefb4380-e8fc-11ee-b1fd-7de61ee9b428",
  "time" : "2024-03-23T11:04:59.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "djuravasic@hotmail.com"
  }, {
    "email" : "Evap.persson@gmail.com"
  }, {
    "email" : "valentin.albu@outllok.com"
  }, {
    "email" : "Lillykaz@gmail.com"
  } ]
}, {
  "id" : "b2b51a10-ea15-11ee-b1fd-7de61ee9b428",
  "time" : "2024-03-24T20:35:40.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.209.226"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "Evap.persson@gmail.com"
  }
}, {
  "id" : "68eacb70-eacc-11ee-b140-f59adb59ff63",
  "time" : "2024-03-25T18:23:34.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.209.226"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "Evap.persson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "Evap.persson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196905198245",
    "personSurname" : "Persson",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTdXJ0c8O2IEtpc3RhIEfDpXJkIMOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDRhODNhYTMwLWU4MjktMTFlZS05ZmFmLTMxZGM1NTdmYTQzYwpEYXR1bTogMjAyNC0wMy0yMgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "6c2f6f20-eacc-11ee-9953-21c17022e3fd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzY5NjEzLTkxMzMgLSBCcmYgU3VydHPDtiBLaXN0YSBHw6VyZCAtIMOFcnNyZWRvdmlzbmluZyBmw7ZyIHNpZ25lcmluZy5wZGYiCmI3MjMgZWJlNiBlMTBhIDVlNjggMTNlNSAyODNmIGFjNTkgMDQwYiA3OTMyIDA0NjMgMDZmYiA1NzM4IGQwYWQgOGIwZSBhMTEzIGRmZjQKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Eva Ingrid Birgitta",
    "startDate" : "2024-03-25T17:23:40.765+0000",
    "transactionId" : "273f35b81e4b3994d8129fd1259311a0"
  },
  "time" : "2024-03-25T18:23:51.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "151.177.209.226"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "72f26420-eacc-11ee-b140-f59adb59ff63"
}, {
  "id" : "73af4b80-eacc-11ee-b140-f59adb59ff63",
  "time" : "2024-03-25T18:23:53.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "djuravasic@hotmail.com"
  }, {
    "email" : "susanne.johnsen2012@gmail.com"
  }, {
    "email" : "valentin.albu@outllok.com"
  }, {
    "email" : "Lillykaz@gmail.com"
  } ]
}, {
  "id" : "56418be0-eb3e-11ee-aec4-676de4882513",
  "time" : "2024-03-26T07:59:06.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "valentin.albu@outlook.com"
  } ]
}, {
  "id" : "b498a470-eb44-11ee-aec4-676de4882513",
  "time" : "2024-03-26T08:44:41.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.148.242.232"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "valentin.albu@outlook.com"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Brf Surtsö Kista Gård",
    "email" : "valentin.albu@outlook.com"
  },
  "signingMetadata" : {
    "personNr" : "198303077955",
    "personSurname" : "ALBU",
    "tbs" : "SSBzaWduOiAiQnJmIFN1cnRzw7YgS2lzdGEgR8OlcmQgw4Vyc3JlZG92aXNuaW5nIDIwMjMiIApJRDogNGE4M2FhMzAtZTgyOS0xMWVlLTlmYWYtMzFkYzU1N2ZhNDNjCkRhdGU6IDIyLzAzLzIwMjQKCg==",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "b7c6b2e0-eb44-11ee-b140-f59adb59ff63",
    "tbsHidden" : "LS0tLS0tLS0tLQpDb250ZW50OgoKIjc2OTYxMy05MTMzIC0gQnJmIFN1cnRzw7YgS2lzdGEgR8OlcmQgLSDDhXJzcmVkb3Zpc25pbmcgZsO2ciBzaWduZXJpbmcucGRmIgpiNzIzIGViZTYgZTEwYSA1ZTY4IDEzZTUgMjgzZiBhYzU5IDA0MGIgNzkzMiAwNDYzIDA2ZmIgNTczOCBkMGFkIDhiMGUgYTExMyBkZmY0Ci0tLS0tLS0tLS0=",
    "personGivenName" : "VALENTIN",
    "startDate" : "2024-03-26T07:44:47.181+0000",
    "transactionId" : "dfb0b37900163da7d232b25542045e79"
  },
  "time" : "2024-03-26T08:44:56.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "188.148.242.232"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "bda08060-eb44-11ee-9953-21c17022e3fd"
}, {
  "id" : "be5a8190-eb44-11ee-9953-21c17022e3fd",
  "time" : "2024-03-26T08:44:57.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "djuravasic@hotmail.com"
  }, {
    "email" : "Evap.persson@gmail.com"
  }, {
    "email" : "susanne.johnsen2012@gmail.com"
  }, {
    "email" : "Lillykaz@gmail.com"
  } ]
}, {
  "id" : "be5b44e0-eb44-11ee-9953-21c17022e3fd",
  "time" : "2024-03-26T08:44:57.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "christian@revise.se"
  } ]
}, {
  "id" : "c3322150-eb44-11ee-92ba-0b1f8493f405",
  "time" : "2024-03-26T08:45:06.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "20.79.91.110"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Revise Sverige AB",
    "email" : "christian@revise.se"
  }
}, {
  "id" : "8a133750-eb45-11ee-b140-f59adb59ff63",
  "time" : "2024-03-26T08:50:39.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "212.247.14.126"
  },
  "type" : "web",
  "partyInfo" : {
    "orgName" : "Revise Sverige AB",
    "email" : "christian@revise.se"
  }
}, {
  "signeeInfo" : {
    "orgName" : "Revise Sverige AB",
    "email" : "christian@revise.se"
  },
  "signingMetadata" : {
    "personNr" : "197910191936",
    "personSurname" : "Kromnér",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIkJyZiBTdXJ0c8O2IEtpc3RhIEfDpXJkIMOFcnNyZWRvdmlzbmluZyAyMDIzIiAKSUQ6IDRhODNhYTMwLWU4MjktMTFlZS05ZmFmLTMxZGM1NTdmYTQzYwpEYXR1bTogMjAyNC0wMy0yMgoK",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "bc5f02e0-eb48-11ee-9953-21c17022e3fd",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiNzY5NjEzLTkxMzMgLSBCcmYgU3VydHPDtiBLaXN0YSBHw6VyZCAtIMOFcnNyZWRvdmlzbmluZyBmw7ZyIHNpZ25lcmluZy5wZGYiCmI3MjMgZWJlNiBlMTBhIDVlNjggMTNlNSAyODNmIGFjNTkgMDQwYiA3OTMyIDA0NjMgMDZmYiA1NzM4IGQwYWQgOGIwZSBhMTEzIGRmZjQKLS0tLS0tLS0tLQ==",
    "personGivenName" : "Christian Robert",
    "startDate" : "2024-03-26T08:13:32.794+0000",
    "transactionId" : "1477d771da6ef6929eca605310b32b49"
  },
  "time" : "2024-03-26T09:13:41.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "212.247.14.126"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "c1c6fbc0-eb48-11ee-b140-f59adb59ff63"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


NTP Network Time Protocol


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards
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Term Description


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.


• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken
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place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


mobile +4670123456789 The user’s mobile phone
number.
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Parameter name Parameter value example(s) Description


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each
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agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created


• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.18 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set
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Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification


Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.16


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.
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◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.


Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature, base64 encoded.
The underlying format depends
on the signature method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.
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Parameter name Parameter value example Description


message MzJhMDYxN2FhYjRjOWZlNzI1Zj
FiNWJjNDQxMj…


The text shown to the signee
before approving the signature
request. Text is NOT signed, just
kept for audit purposes.


tbs SSBzaWduOiAiQ29udHJhY3QiIA
pJRDogNjdkN2…


The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.


tbsHidden LS0tLS0tLS0tLQpDb250ZW50Og
oKImJsdWUucG…


Hidden additional text also
being signed, base64 encoded.
This parameter is only included
for some signing methods.


How to Validate


Check that time of entry is after Agreement Created.


EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced or qualified signature methods, the TBS (including the hidden TBS where


applicable) will be stored as a part of SignMetadata.


For simple electronic signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.
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Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS and/or
tbsHidden matches the SignMetadata.


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:


◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information
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Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.


◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.
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Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.16",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
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    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  }, {
    "personName" : "Alice A",
    "mobile" : "+4670123456789"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for


more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


14



https://www.ietf.org/rfc/rfc2630





• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs


◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title
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Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page


Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json
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Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Agreement Version : 1.14


• Date of Change : 2021-08-03


• Logs


◦ TBS explanation is extended
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Agreement Version : 1.15


• Date of Change : 2021-11-07


• Logs


◦ Norwegian BankID signing documentation is updated


◦ Norwegian BankID signing by the means of authentication is introduced


Agreement Version : 1.16


• Date of Change : 2022-04-30


• Logs


◦ Danish signing using MitID is introduced


Agreement Version : 1.17


• Date of Change : 2022-07-15


• Logs


◦ Watermark logo removed


◦ Verification page logo changed


Agreement Version : 1.18


• Date of Change : 2023-10-02


• Logs


◦ Qualified electronic signing using Swisscom Mobile ID is introduced


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.
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Document name Description


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, from how to make all


agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates that a person consents to the contents of


an electronic message. In the EU the eIDAS legislation regulate and defines three levels of such


signatures:


• Simple Electronic Signatures


• Advanced Electronic Signatures


• Qualified Electronic Signatures


These signatures are created using an electronic identity that has a certain security Level of Assurance
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(LOA) also defined by eIDAS. The LOA describes the degree of confidence the identity was issued,


taking into account the enrollment process as well as protection of the authentication needed to use


the identity.


• Low - For example self-registration.


• Substantial - Providing and verifying identity information in a structured way.


• High - For example a requirement to have a physical meeting before issuing an identity.


Simple Electronic Signature (SES)


• Basic electronic signature with low assurance.


• Typically equivalent to a handwritten signature.


• Minimal identity verification required.


Is defined as "data in electronic form which is attached to or logically associated with other data in


electronic form and which is used by the signatory to sign".


Supported methods


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• MitID low - Danish MitID on LOA level low


• Click Signature - A signature created by personalized link.


Advanced Electronic Signature (AES)


• is uniquely tied to the signatory,


• uniquely linked to and capable of identifying the signatory


• created in a way that allows the signatory to retain control


• linked to the document in a way that any subsequent change of the data is detectable.


Electronic signatures are usually based on PKI, such as the Swedish BankID and Norwegian BankID.


Supported methods


• Swedish BankID


• Norwegian BankID


• Finnish strong identification


• Danish MitID - MitID on LOA level substantial


• SMS Signature - A signature created by responding to an SMS with context specific content.
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• Email Signature with OneTimePassword - A signature created by One Time Password (OTP) based


email service.


Qualified Electronic Signature (QES)


A qualified electronic signature is an advanced electronic signature which is additionally:


• Highest Level of Assurance and trust.


• created by a qualified signature creation device (QSCD)


• Requires a qualified digital certificate from a qualified trust service provider.


• Legal equivalence to a handwritten signature in many jurisdictions.


Supported methods


Electronic signatures based on PKI where the signature is the highest level of electronic signature


under eIDAS, providing the utmost trust, legal equivalence to handwritten signatures.


• Swisscom Mobile ID


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
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encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).


Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:
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• Create text representation of agreement


• Create digital signature


Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non-advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS - Swedish BankID only


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different


between signing clients and also have different localizations it will be saved together with the digital


signature. In cases where hidden TBS is not supported, the visible TBS will contain information that


otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,


the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated


as if the ordered agreement files were a single file.


Example


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS. This is currently only supported for Swedish BankID.
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Example


----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non-advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature and authentication)


• Finnish strong identification


• Danish MitID


• Swisscom Mobile ID (qualified electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.
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Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.


It is a PKI based solution with support for file based tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed, base64 encoded.


• tbsHidden - Hidden data being signed, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID - advanced electronic signature


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,
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supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the TBS.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be signature.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Norwegian BankID - authentication


Authentication based signing is also provided by the means of Norwegian BankID.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Norwegian personal identity number.


• personSurname - Surname.


• personGivenName - Given name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be norbankid-netcentric or norbankid-mobile.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.


How to validate


As an authentication alone does not digitally sign the agreement content, the person details such as


given name, surname and date of birth must be compared with the requested signee.


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.
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Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Danish MitID


Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.


Signature format


The signature flow for Danish MitID is performed as a text followed by end-user authentication, so


there is no signature produced. Thus a signature format does not exist.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - Person unique ID, not the Danish personal identity number.


• personName - Full name.


• personDateOfBirth - Date of birth for the person.


• startDate - Date when signing was started.


• signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.


◦ The method mitid-<LOA> specifies what Level of Assurance (LOA) that was requested when


initiating the signature.


• signatureAction - Will be authentication.


• transactionId - Transaction ID from backend system.
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• tbs - Data that was shown to user before authenticating, base64 encoded.


More information can be found in Danish MitID.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the


entries in the audit log.


Swisscom Mobile ID


Swisscom Mobile ID is a qualified electronic signature method provided by Swisscom Trust Services.


It is a PKI based solution that uses a smartphone application to authenticate signees. After successful


authentication a short lived certificate is issued that is used to produce a Qualified Electronic


Signature.


Signature format


Swisscom Trust Services produces a detached CMS signature as specified in Cryptographic Message


Syntax, where the detached data being signed is the tbsHidden and message is the message shown to


the user in the Mobile ID client.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no used to trigger the signee’s authentication of the signature.


• personName - Full name.


• personSurname - Surname.


• personGivenName - Given name.


• personSerialNumber - Swisscom evidenceId.


• startDate - Date when signing was started.


• signatureMethod - Will be swisscom-qes.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


• message - Message shown in the Mobile ID client when user approves the signature, base64


encoded.


• tbsHidden - Data signed in the detached CMS signature, base64 encoded.
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More information can be found in Swisscom AIS and Swisscom SRS.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the CMS signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as an SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.


• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.
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API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.
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• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.
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How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has


to keep the link secret.


Reference documentation
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Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Nets eID Broker Technical reference for service providers, v1.2.3


Swisscom AIS All-in Signing Service Reference Guide, v2.15


Swisscom SRS Integration Guide Smart Registration Service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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